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Economic security has become a key part of economic policy across the world 
over the past 15 years.  This has had a substantial, unremitting impact on building 
and sustaining resilient global supply chains. But if we are to deliver growth, they 
are foundational. This report seeks to investigate how business and government 
can respond in the face of global disruption and what can be done to secure and 
diversify supply chains.

Setting the context

Geopolitical and industrial policy changes have 
accelerated the focus on economic security. 
Disruption to supply chains seemingly now the 
norm: from the pandemic, the war in Ukraine, 
disruption in the Middle East in 2023, and now with 
the war in Iran, plus tariff volatility, industrial policy 
and subsidies policy fluctuations. 

Other factors have also contributed to where global 
supply chains stand in 2026. To take just a few 
examples:

•	 The US engaged in huge subsidies of domestic 
semiconductor and climate technologies to 
onboard production in the early part of this 
decade. Since 2025 the Trump Administration has 
implemented a substantial change of approach 
in terms of tariff policy, introducing the highest 
average levels of import tariffs since the mid-
1940s. 

•	 China has increased its export footprint and 
supply chain role globally through control of key 
growth mineral exports. 

•	 The European Union responded initially by 
adopting an agenda of open strategic autonomy 
in its trade and subsidies policies, pursuing 
selective onboarding as well as diversification 
of supply chains. However, the EU is now 
increasingly adopting a wider range of tools to 
supplement traditional trade defence responses. 

For mid-sized powers like the UK, more agile 
approaches have been adopted. But as trade and 
industrial policies from other countries impact on the 
global trading system, the UK is having to adjust its 
own responses accordingly, in areas like steel tariffs. 

Sanctions can also form part of the economic 
security agenda. For example, the ending of the 

international consensus over trade sanctions on 
Russian oil, as part of the response to the Middle 
East disruption and the war in Iran. 

AI and technology are, by contrast, having 
beneficial effects upon port, freight and logistics 
processes involved in the movement of cross-border 
trade in goods. 

What this all means for supply chains
Some businesses have transitioned from just-in-
time supply chains to just-in-case stockpiling of 
inventory or components.  Companies are seeking 
to diversify and de-risk target markets, rather than 
withdraw from international trade.  Interestingly,  
according to the DHL Global Connectedness Report 
2026, overall global connectedness is not much 
changed from 2022i.

The UK is an open, relatively trade intense economy, 
with imports and exports combining for over 
60% of GDP. The UK manufacturing export model 
depends upon the secure supply of components 
or intermediate goods to process into finished 
products. Three quarters of UK goods exports begin 
with an import. 

The UK has particular exposure to elevated levels 
of imports being made into finished products 
in sectors such as automotive, pharmaceuticals, 
aircraft and electrical equipment. As new industrial 
sectors, such renewable energy and electric vehicles 
continue to develop, the demand for long-term 
supply of growth minerals and metals are even 
starkerii, with demand for lithium rising by over 
13,000% by 2035. Achieving the UK’s goal of global 
leadership in artificial intelligence will require 
secure, reliable energy sources, strong connectivity, 
and protection from interference by state actors 
amid rapidly changing economic conditionsiii.
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Defence
A key trend in this fast-growing industrial sector is 
the expansion of European defence procurement 
opportunities in both hardware and systems. The 
BCC regrets the failure of the negotiations for 
full UK participation in SAFE (Security Action for 
Europe), which would have raised potential UK 
content in procurement offers under the scheme to 
65%. The UK may need to pivot towards bilateral 
European procurement plans being facilitated 
at country level. The UK has the potential to add 
greatly to already strong defence export growth to 
the EU in the coming years. 

Businesses in the sector say they need certainty 
over the Defence Investment Plan (DIP) as quickly 
as possible from government. Supply chain 
bottlenecks risk being unresolved in sub-sectors 
like propulsion systems and IT hardware. A 2021 
review of UK defence supply chain blockages 
highlighted that SMEs and middle-tier suppliers 
found procurement processes within government 
and with top tier suppliers difficult. The review 
also found that supply chains were also relatively 

closed to innovation from suppliers new to defence 
supply chains – this was exacerbated by contractual 
processes, including procurement processes. Lack 
of alignment with necessary skills requirements 
and clusters, plus poor connectivity with advanced 
manufacturing were also seen as drivers of lack of 
innovation. Integration of modern supply chains 
with growing cyber-security requirements and 
accreditations were also suboptimalv. Many of these 
challenges still remain and should be tackled by 
government as part of delivery of the DIP at pace.

Reform of procurement rules provides an 
opportunity for SMEs to benefit particularly strongly 
from the uplift in public and private investment on 
defence and security. However this also needs the 
UK Defence Exports Unit in the MoD to scale up 
opportunities for sales in the European region and 
beyond.

OUR POLICY RECOMMENDATIONS ON DEFENCE:

Finalise the Defence Investment 
Plan at pace and prioritise early 
action to increase the number 
of SMEs benefitting from 
simplified procurement rules, and 
addressing wider challenges on 
skills, innovation, contracts and 
connectivity throughout supply 
chains between SMEs and larger 
companies.

Enhance the work of the UK 
Defence Exports Unit within the 
MoD in boosting UK access to 
overseas defence supply chains, 
like the EU, US, NATO and AUKUS.
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PROJECTED INCREASES IN REQUIREMENTS FOR SOURCING KEY GROWTH MINERALS IN 
INDUSTRIAL STRATEGY SECTORS BY 2035. 

Source of quantitative data: https://www.gov.uk/government/publications/uk-critical-minerals-
strategy/critical-minerals-technical-annex , key countries supply/reserves: BCC analysis

Growth metal/
mineral

Increase required 
by 2035

Key countries of supply/reserves 

Aluminium 1284% China, India, Russia, Canada, UAE, Bahrain, Australia, Norway

Antimony 1000% China, Russia, Tajikistan

Beryllium 987% USA, Kazakhstan, China

Chromium 1114% South Arica, Kazakhstan, Türkiye, India

Cobalt 2577% DRC, Indonesia, Russia,  Australia, Canada

Copper 1928% Chile, DRC, Peru, China, Indonesia

Gallium 2000% China, Russia, Ukraine

Germanium 1350% China, Russia, USA

Graphite 4851% China, Madagascar,  Mozambique, Brazil, India

Hafnium 1589% France, USA, China

Helium 1938% USA, Qatar, Algeria, Russia

Lithium 13333% Australia, Chile, China, Argentina, Brazil

Manganese 1107% South Africa, Gabon, Australia, Ghana, India, China, Brazil

Nickel 1620% Indonesia, Philippines, Russia, New Caledonia, Australia

PGMs 935% South Africa, Russia, Zimbabwe, Canada

Silicon 1267% China, Russia, Brazil, Norway

Tantalum 2488% DRC, Rwanda, Brazil, Nigeria, Australia

Tin 646% China,Indonesia,Peru,Brazil, DRC

Titanium 1284% China, Mozambique, South Africa, Australia

Tungsten 1218% China, Vietnam, Kazakhstan, Russia

Uranium 1367% Kazakhstan, Canada, Namibia, Australia
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Current UK trade policy priorities mean that new or revised free trade agreements 
have important supply chain elements for the first time. This is being matched by 
other trade policy actors internationally too. Diversifying supply chains requires 
more agreements to strengthen cooperation or lower trade barriers for key 
components, enabling the UK to secure sourcing with reliable partners.

Canada, Australia, Brazil, Argentina, Chile, India, 
Türkiye, South Africa, Kazakhstan are among the 
key partners we identified in the previous chapter 
as crucial to secure long-term UK supply of the 
growth metals and minerals in the industrial 
strategy sectors of highest potential growth 
in the next decade and beyond. There are also 
other pinch points where geopolitical events 
could impact upon future supply chains for 
manufacturing, principally silicon chips, where the 
UK relies greatly on Taiwan for the vast majority of 
its importsvi.

UK-EU
The BCC proposes a binding economic security 
agreement between the UK and EU. This deal 
would add to the recent Competition Co-operation 
Agreement alongside the TCA. It could create 
new commitments on security of supply in key 
areas such as semiconductors, pharmaceuticals, 
chemicals, and automotive components, climate 
technology, telecoms, maritime and space security 
infrastructure and systems, growth metals and 
minerals. It would recognise the intertwined 
investment, subsidy control, supply and sourcing 
chain relationships for the UK in the European 
continent. The agreement could also facilitate 
enhanced day-today co-operation on supply 
chains. The UK should seek EU support with any 
forthcoming application from the UK government 
to rejoin the Pan-Euro Mediterranean Convention 
(PEM) Convention.

CPTPP
The UK government should also encourage its 
CPTPP partners to successfully reach an agreement 
with the EU on cumulation in terms of rules of origin 
in trade between both blocs. This would be a strong 
driver towards enhanced supply chain co-operation 
and geopolitical partnership between Europe and 
Asia-Pacific. 

The CPTPP General Review, bolstered by the 
Ministerial Conference in Melbourne in November 
2025, should lead to the adoption of a supply chain 
chapter within the agreement text, again facilitating 
stronger co-operation with key geopolitical partners 
of the UK in the Asia-Pacific region. Canada is set to 
ratify the UK’s Accession Protocol to CPTPP by the 
autumn of 2026, and the discussions between both 
Prime Ministers’ offices should be further leveraged 
to develop concrete plans for enhanced economic 
co-operation in energy, defence and supply chains 
as soon as possible.

Other key international relationships 
on supply chains
On bilateral agreements impacting upon supply 
chains, the UK should successfully conclude 
arrangements with Greenland, which has a 
critical role in copper and nickel supply as well 
as rare earths. The UK should cultivate long-term 
relationships with partners in Africa and South 
American states, such as Chile (the world’s leading 
producer of copper and second biggest producer of 
lithium), to explore how to expand access to growth 
minerals and metals, including support for the 
refining of the metals and minerals in-country. South 
Africa is a leading source of the Platinum Group 
Metals, and Democratic Republic of Congo a rich 
source of cobalt. Increasingly, African states want to 
retain more of the value add from supply chains and 
undertake refining work too.

CHAPTER 4 
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The UK government has developed memoranda of 
understanding and other treaty arrangements with 
individual EU member states on industrial sectoral 
and supply chain co-operation in areas of member 
state competence. For example with France, 
Spain, Poland and the Netherlands as well as the 
Kensington Treaty with Germany. The first annual 

Joint Governments-Business Forum is taking place 
in Berlin on 27 April. More usage could be made of 
the MoU model to take forward industrial strategy 
co-operation with other key EU and European 
states, with positive implications for supply chain 
functioning and capacity.

OUR POLICY RECOMMENDATIONS ON EXPANDING UK INTERNATIONAL AGREEMENTS ON 
DIVERSIFICATION OF SUPPLY CHAINS:

Develop a binding UK-EU economic 
security agreement to sit alongside 
the Trade and Co-operation 
Agreement, similar in form to the 
recent agreement on Competition 
Co-operation. This would act as a 
framework for deeper co-operation 
and commitments elsewhere in 
areas essential for security of 
supply in key commodities, growth 
minerals, goods and services along 
with a recognition of the UK’s key 
role in European supply chains.

Successfully negotiate CPTPP-EU 
arrangements on cumulation within 
applicable rules of origin and reach 
accords on data and digital trade.

11

Support a supply chain chapter 
within CPTPP as part of the 
Review initiated by the Melbourne 
Ministerial Conference in November 
2025. 
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Promote supply chain agreements 
as part of new UK free trade 
agreements (FTAs), and review 
requirements on whether new 
agreements on supply chains in 
key markets should sit alongside 
existing FTAs or Economic 
Partnership Agreements (EPAs) or 
require upgrading certain FTAs or 
EPAs themselves.

Reach agreement with Greenland 
on trade and supply chains and 
explore links in terms of supply and 
refining capacity with key partner 
countries in Africa, including 
South Africa, and South America, 
including Chile and Peru.

Develop concrete plans between 
both governments for enhanced UK 
energy, defence and supply chain 
co-operation with Canada.

Make further usage of Memoranda 
of Understanding with individual 
EU member states on industrial 
sectoral and supply chain co-
operation in areas of member 
state competence, building upon 
successes with France, Spain, 
Poland and the Netherlands as 
well as the Kensington Treaty 
arrangements with Germany.
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Apply to rejoin the Pan-Euro 
Mediterranean (PEM) Convention on 
cumulation on rules of origin.
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